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Black Cell is a European cybersecurity company focused on protecting
critical infrastructures and the organizations that support them. Our
business units cover SOC, Integration, Offensive Security, Cloud
Security, Compliance, and ESM (Enterprise Security Monitoring). We
take a customer first approach that starts with listening, then shaping
solutions to fit the way our clients operate.

Our teams are adaptable and draw on deep knowledge across
industries and technologies, from IT and Cloud to ICS/OT. We engage
for the long term, providing continual support, service improvement,
and measurable outcomes over the lifecycle of the relationship. Clients
rely on us to connect regulatory requirements with technology choices
and to guide organizational transformation that sticks.

We combine architecture, implementation, and managed operations to
close gaps quickly and build sustainable capability. Local presence in
Central Europe matters to us, with teams in Budapest and Frankfurt am
Main that understand the regional context. This proximity helps us
respond faster, coordinate with partners, and keep stakeholders
aligned. Above all, we aim to be a trusted partner who strengthens
resilience today and prepares you for what comes next.
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DISCLAIMER
The information provided in this document is for general guidance only
and is used at your own risk. No contractual or advisory relationship is
created between Black Cell and any person accessing or using this
document or any part of it. Black Cell accepts no liability for any
actions, decisions, or consequences arising from the use of this
material.

References to third-party sources are included where appropriate. Black
Cell is not responsible for the content, accuracy, or availability of
external sources, including websites mentioned in this publication.
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2.1. THE PROBLEM
The rapid development of artificial intelligence presents significant
risks. AI doesn't create new problems; it amplifies old ones. For
example, with AI, discovery and interpretation of data stored on the
company’s infrastructure gets significantly easier, meaning
unauthorized personnel can find such data more easily. This could root
from years of unhealthy sharing habits, incautious access management
practices, or oversharing scenarios present on data storage services
(such as OneDrive, SharePoint).
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If we start rolling out AI (especially Copilot which is closely integrated
with Office 365) with these long-standing bad practices, and without
appropriate hardening, scenarios such as the one depicted above can
unfortunately happen. We can see that the user was able to discover a
document which was intended to be confidential but wasn’t protected
with any of the features present in the product to prevent such
scenarios.

Without AI, the user would most likely never (or much harder) have
discovered this file. Now, with AI, they have in fact discovered it, and
they don’t even have to interpret it: Copilot will do it for them, enriched
with all the organization-specific knowledge the user has access to.

It’s important to note that Copilot can’t access information that the
interacting user doesn’t have access to. The risk is not that Copilot will
grant users higher access than they already have, but Copilot is much
quicker in search, and it will surface and interpret subtle information
much easier.

2.2. HOW DID WE GET HERE?
Before taking a deeper dive in those solutions, let's see what the most
common configuration issues are leading to oversharing, and its
amplification by AI:

Site privacy settings that grant access to everyone in the
organization. 
Default sharing options set to “everyone,” bypassing more secure
configurations. 
Broken permission inheritance, where site-level permissions don’t
align with those at the file or folder level. 
Sharing with the “everyone except external users” domain group 
Sites and files without sensitivity labels that enforce policies around
how data can be accessed and shared. 
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Unknown, arbitrary shares present on the users’ OneDrive accounts
or SharePoint sites without the IT Security team’s knowledge

2.3. MEASURES
Microsoft is well aware of the risks described above and provides
various ways to counter them. By leveraging those solutions provided
by Microsoft, including Purview, organizations can implement effective
AI governance strategies. This approach helps address the amplified
risks associated with AI growth and ensures compliance with regulatory
and organizational requirements. It is important to note, when an
organisation intends to comply with the EU’s AI Act or ISO/IEC
42001:2023, technical compliance is a vital aspect of the assurance
process.
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3.1. THOUGHTFUL DEPLOYMENT OF M365 COPILOT
This phased approach helps organizations assess risk, act, and build
lasting governance practices without slowing innovation. It consists of
three phases:

Pilot (optional): Deploy Copilot to a sub-set of users and grant
access to up to 100 popular, low-risk sites. Pilots are typically done
to validate core Copilot use cases before a larger deployment. This
phase helps validate permission controls, surface oversharing
issues, and build internal confidence before scaling.
Deploy: Scale Copilot use across the organization while
remediating oversharing risks. Use native tools to secure sensitive
data, increase site privacy, and enforce labelling policies. By the end
of this phase, Copilot is broadly deployed with oversharing
guardrails in place.
Operate: Establish ongoing governance with automated policies,
regular monitoring, and continuous improvement to further reduce
risk, secure sensitive data, and improve Copilot responses. As
collaboration grows, AI access will remain aligned with business
and security intent.
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3.2. SHAREPOINT ADVANCED MANAGEMENT
SharePoint Advanced Management (SAM) is an add-on license, which
is included with M365 Copilot. It equips IT and security leaders with
tools to assess, clean up, or lock down problematic SharePoint sites
before Copilot scales.

Content Management Assessment: Provides a guided evaluation
of your SharePoint environment, surfacing misconfigurations,
inactivity, permission issues, and lifecycle risks across the thousands
of sites in your tenant. It packages that data into a single,
actionable dashboard, with prescriptive actions for quick resolution.
This assessment becomes your baseline for governance.
Site Lifecycle Management: Automatically identifies inactive,
ownerless, or uncertified sites and enables scalable remediation
actions, such as marking them read-only, archiving them, or
prompting owners to take action to maintain access to site content.
This tool helps reduce risk by cleaning up content before it can be
surfaced by Copilot.
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Oversharing Control with Permission State Reports: Provides
detailed, customizable reports of site permissions across Microsoft
365 to uncover oversharing risks like broken inheritance, public
links, and excessive group access. The report deduplicates group
membership to show the true number of users with access, offering
clear visibility into who can see what. From there, admins can
trigger Site Access Reviews to prompt site owners to clean up
permissions or apply controls like Restricted Access and Restricted
Content Discovery to contain exposure.
Restricted Access Control: Empowers admins to lock down a site
to a specific set of users, ignoring existing permissions and
applying a strict allow list. This gives you a rapid-response option
to contain risk while implementing risk remediation measures and
maintaining business continuity.
Restricted Content Discovery (RCD) + Delegation: When
immediate action is needed, RCD offers a fast and effective way to
block overshared SharePoint sites from Copilot and agent access.
With a single setting, organizations can limit the ability of end users
to search for files from specific SharePoint sites. To scale oversight,
admins can also delegate RCD authority to site owners, enabling a
distributed model with shared responsibility.

For example, with active RCD, Copilot can be completely banned from
sensitive or confidential SharePoint sites (such as where organizations
store financial, or HR related information):
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3.3. PURVIEW DATA SECURITY POSTURE MANAGEMENT
(DSPM)
If you are eligible based on your M365 licenses, you can utilise Purview
to closely monitor users’ AI usage. This requires prior configuration,
such as turning on Purview Auditing, or onboarding of devices to
Purview for deeper insights.

Purview’s DSPM acts as a control centre where you can secure data for
AI applications and keep an eye on how AI is being used. It works best
with M365 Copilot, but it can also give you certain visibility into 3
party AI solutions.

rd

After finishing deployment of DSPM, the following assessments will be
available, in near real time:
.
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For each SharePoints site, there are more details available:

If you require assistance securing your Copilot rollout, or you have
already rolled out but are considering governing it more thoroughly,
let us know, and we can help with enabling the solutions above and
much more.
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